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Microsoft 365

Assessment.

SERVICE BRIEF M365-CIS-01

Identify vulnerabilities before they become breaches.

THE PROBLEM
& THE APPROACH

Most organisations have security gaps in their Microsoft 365

environment that they don't know exist. Misconfigurations in

authentication, sharing permissions, data management, and access

controls create unnecessary risk exposing sensitive data.

CNNECT's Microsoft 365 Security Assessment provides a forensic-level

review of security controls across your tenant, identifying specific

vulnerabilities and prioritising remediation based on business impact. You

receive a detailed report showing exactly where you stand and a clear

roadmap forimprovement.

Key challenges addressed

01 Account compromise exposure Weak
authentication policies and excessive

administrative privileges.

02 Unknown security posture No visibility into
configuration weaknesses across Entra ID,
SharePoint, Exchange, and Teams.

03 Data leakage risk Users inadvertently sharing
sensitive information externally through

misconfigured permissions.

Technology. Enabled.

FIVE RISK AREAS

Compliance gaps Inability to demonstrate
security controls for audit, regulatory, or cyber

insurance requirements.

Limited auditing capability Insufficient logging
and monitoring to detect suspicious activity or
respond to incidents.
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SERVICE OVERVIEW

A fo renSic reVieW The assessment reviews your Microsoft 365

environment against the CIS (Center for Internet

o
agal nst the Security) benchmark internationally recognised
security standards used by thousands of organisations
CIS benchmark.

worldwide.

We assess security controls across six critical areas,
scoring each against CIS levels and producing a risk-

prioritised roadmap aligned to your licensing tier.

01 02 03 04 05 06
Entra ID Auditing Data Management = Email Security Storage App Permissions

B TIER 01 - ES3 £3’000 B TIER 02 - £4’500
E3 Assessment E5 Assessment

Reviews 81 security controls appropriate for E3 Includes all E3 controls plus advanced security
licensing, focusing on foundational security features available in E5 licensing Access
configurations and compliance requirements Reviews, Privileged Identity Management, and

achievable within E3 capabilities. Customer Lockbox providing comprehensive

coverage of your enhanced security capabilities.

= 81 CIS controls assessed All E3 controls plus E5 advanced
~ Foundational security baseline Access Reviews & PIM

— Compliance evidence pack — Customer Lockbox & insider risk
~ Risk-prioritised roadmap ~ Defender /Purview coverage

DELIVERABLES AFTER THE ASSESSMENT
Findings report - Executive summary Supported / DIY remediation
Risk-prioritised roadmap & licensing analysis. Half-day roadmap workshop included.

NEXT STEPS
hello@cnnect.com

Book a 30-minute scoping call to confirm
scope, licensing, and timeline.

+44 20 7173 5320

CNNECT.COM
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